Cognitive Warfare

= Target: Human mind and its cognitive capacity
= Focuses on influencing the minds of individuals and groups
= Influencing how individuals think?

= not caring what and how the individual think, but shaping (if possible, deciding) what and how he/she
should think

= Manipulating the information to influence the mind, cognitive activities of individuals and groups.
= Undermining trust - in governments, society, family, social environment, friend groups

= Asaresult, individuals with undermined trust become isolated and vulnerable to influence

= Methods: misinformation, disinformation, and propaganda to distort the facts
= Reconceive the facts to conceal the truth
= Exploiting the digital ecosystem and the inherent weaknesses of individuals
= Spreading false narratives, crystallising and deepening divisions, increasing confusion,

= The civilian as a combatant - therefore can fight and be targeted

= Social media platforms: connecting or disconnecting?

= As people disengage and disconnect from their own physical and emotional social environments, they
are becoming more engaged with digital social environments, most of which they do not belong to, and
ultimately become more susceptible to influence and manipulation

= Critical in shaping the narrative, architecting the truth

= Socialise-normalise-normativise — how something unusual becomes usual, and eventually the norm
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Bilissel Savas

= Hedef: insan Zihni ve Bilissel Kapasitesi
= bireylerin ve gruplarin zihni, bilissel faaliyetlerini etkilemek icin bilginin manipile
edilmesi.
* jnsanin nasil disindugi

= bireyin ne ve nasil disindtginiin degil, neyi ve nasil diginmesi gerektiginin
sekillendirilmesi

= Glvenin zayiflatilmasi — hikiimetlere, topluma, aileye, sosyal cevreye, arkadas
gruplarina

= Sonugta glivenin zayiflayan bireyler yalnizlasirlar ve etkiye acik hale gelirler

= Yontem: gerceklerin ¢arpitilmasi amaciyla yanlis bilgi, dezenformasyon,
yonlendirilmis bilgi ve propaganda
= Dijital ekosistemin ve bireylerin i¢sel zayifliklarinin istismari

= Yanlis anlatilar yaymak, fikir ayriliklarini belirginlestirmek ve derinlestirmek, kafa
karisikhgini artirmak,

= Sivil birey bir savasci — dolayisiyla savasabilir ve hedef alinabilir

= Sosyal Medya Platformlari: Birlestirici mi? Ayristirici mi?
* |nsan, kendi sosyal cevresinden ayrisirken, ait olmadigi sosyal cevreler ile birlesiyor
= Anlatiyr sekillendirme noktasinda kritik, gercekligin insasi
= Sosyallesme-normallesme-normlasma
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